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INTRODUCTION 

Kenya has rapidly embraced digital transformation. 
There has been an increase in implementation of 
digital systems in governmental and educational 
sectors. This has been done to improve efficiency 
in service delivery to citizens. These efforts reflect 
Government commitment to leveraging of technol-
ogy for societal progress. The rapidly increasing 
integration of digital solutions has left vital infra-
structures open to cyber-attacks, with higher-level 
risks of phishing, ransomware, and distributed 
DDoS attacks (Communications Authority of Ken-
ya, 2024). These occurrences threaten critical ser-
vice provision as well as the safety and security of 
sensitive data. Kenya’s existing cybersecurity 
measures have not evolved fast enough to counter 
the emerging threats. They mainly revolve around 
traditional methods such as firewalls and antivirus 
software. These are outdated in countering the so-
phisticated emerging cyber-attacks. 
 
Recent incidences have exposed these vulnerabili-
ties. The 2023, attack on the eCitizen platform by 
the Anonymous Sudan, lead to widespread disrup-
tions of key services. The attack also affected pri-
vate-sector entities such as mobile payment solu-
tions and ticketing for SGR (Cheruiyot, 2023; 
Gooding, 2023). Educational institutions were also 
targeted by ransomware and phishing schemes. 
These attacks justify the need for a comprehensive, 
modernized cybersecurity framework tailored to 
Kenya’s unique digital landscape (Standard Media, 

2023). As Kenya continues to adopt cloud-based 
and interconnected services, the risk of cyber 
threats intensifies, emphasizing the urgent need for 
advanced solutions (Strathmore University, 2024). 
 
Despite the existing research into Kenya’s cyberse-
curity landscape, there remain significant gaps in 
scalable, effective security frameworks, especially 
for educational institutions. Most studies focused 
on general cyber threats but lacked detailed explo-
ration of next-generation defenses, such as Artifi-
cial Intelligence (AI) for real-time threat detection 
and blockchain technology for secure data manage-
ment (Kimani, Oduor, & Kibet, 2023). This study 
therefore seeks to bridge this gap by evaluating 
Kenya’s cybersecurity vulnerabilities and assessing 
the potential of AI and blockchain in strengthening 
institutional defenses. Additionally, the high costs 
associated with the implementation of blockchain 
remain a big hurdle for developing countries like 
Kenya. This necessitates calls for collaborative 
strategies to improve feasibility (World Economic 
Forum, 2024). 
 
The primary goal of this study is to assess the vul-
nerabilities within Kenya’s government and educa-
tional sectors and then propose AI and blockchain 
as viable solutions for enhancing cybersecurity 
defense. By identifying specific areas of vulnerabil-
ity and examining existing security limitations, this 
research provides actionable insights for improving 
Kenya’s cybersecurity posture.  
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Abstract 
Kenya's rapid digitalization of government and educational services has increased their exposure to cyber-
attacks. There has been an increase in phishing, ransomware, and Distributed Denial of Service (DDoS) at-
tacks, which are now escalating toward potential impacts on essential digital infrastructure. This study high-
lights significant incidents such as the 2023 Anonymous Sudan attack on the eCitizen platform and cyber-
attacks targeting Kenyan universities. The existing defenses against cyber-attacks are based on traditional 
measures such as firewalls and antivirus. These have proven to be inadequate given the sophisticated nature 
of evolving cyber threats. This study assesses the role of AI in threat detection systems offering real-time 
capabilities for a quick autonomous response. AI and blockchain are emerging as critical solutions to suppli-
cate the existing gaps. AI performs a dual function; it fortifies defenses while offering offense, as AI-driven 
assaults introduce contemporary defenses with a new set of challenges. As cloud adoption grows, these sys-
tems could easily become the prominent targets of attacks, thus reiterating the importance of precise cyber-
security measures. AI-driven threat detection substantially reduce response times, while blockchain technol-
ogy offers secure, immutable methods for storing sensitive data such as academic records and digital identi-
ties. This study proposes the application of AI for fast detection of threats, the use of blockchain for secure 
storage, increase in staff training, and provision for a common cybersecurity protocol. Public-private part-
nerships can mitigate high implementation costs, making it feasible for these recommendations. These 
measures are vital for reducing cyber threats and safe guarding Kenya digital infrastructure. This will sup-
port Kenya digital transformation goals. 
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Recommendations for policy development and 
partnerships between government and private sec-
tors are also discussed to support practical technol-
ogy adoption. Implementing these measures would 
play a pivotal role in safeguarding Kenya’s digital 
infrastructure. This would advance the Kenya’s 
ambitious digital transformation goals. 
 
In July 2023, Anonymous Sudan carried out a Dis-
tributed Denial of Service (DDoS) assault on Ken-
ya’s eCitizen platform, causing important services 
to be unreachable for several hours (Mwaka, 2023; 
Business Daily, 2024). In addition to eCitizen, 
these cyber-attacks also affected mobile services 
like M-Pesa and critical services like Kenya Rail-
ways ticketing systems (TechMonitor, 2024; 
Strathmore, 2024). These events highlight the in-
herent dangers of depending too much on digital 
services.  The attack exposed vulnerabilities of 
Kenya's critical infrastructure, as the attackers took 
advantage of systems security flaws (Kenya Ga-
zette, 2021). Utilization of blockchain technology 
could have reduced the harm. The decentralized 
feature of Blockchain makes it resistant to attacks 
such as DDoS as there is no single weak point, en-
suring data security remains intact even during at-
tacks (Oduor et al., 2023). 
 
Educational institutions like Universities also expe-
rienced cyberattacks, such as phishing and ransom-
ware (Standard Media, 2023, Aug 14). The ongoing 
transitioning to cloud-based solutions in education-
al institutions also puts them at risk cyber-attacks 
on cloud infrastructures (Communications Authori-
ty of Kenya, 2024). These incidents brought to the 
attention the importance of reliable data storage 
systems that can be resistant to security breaches. 
Blockchain provides a hopeful answer through of-
fering a decentralized ledger to store student rec-
ords, exam scores, and other private data. In a 
Blockchain network, every data is encoded, and 
once inputted, it cannot be changed without the 
agreement of the network, guaranteeing that rec-
ords are unchangeable and protected from unau-
thorized modifications (Kimani et al., 2023). 
 
Blockchain is becoming increasingly popular 
worldwide as an effective method to boost cyberse-
curity. Decentralization, immutability, and encryp-
tion, which are its fundamental characteristics, are 
extremely important for safeguarding confidential 
information. In Kenya, government services such 
as eCitizen, which process millions of digital trans-
actions, can take advantages of Blockchain technol-
ogy to protect data with cryptographic hashing. 
Cryptographic hashing generates a distinct label for 
every data block, whereby the slightest data altera-
tion would result in a fresh, unidentifiable hash, 
promptly notifying the system of any tampering 
(Oduor et al., 2023). Nevertheless, the high expens-
es of incorporating Blockchain technology remain a 
barrier to its adoption, particularly in countries such 
as Kenya, which are still developing (World Eco-

nomic Forum, 2024). 
 
Blockchain technology can be used for managing 
digital identities. Kenyan Institutions can imple-
ment Blockchain technology to store and verify 
digital identities. This would help to prevent unau-
thorized access to services such as those on eCit-
izen. A system for managing identities based on 
Blockchain technology guarantees that only authen-
ticated individuals can use certain services, and 
once a transaction is documented, it cannot be 
changed or faked (Techweez, 2024). This could 
significantly decrease instances of identity theft and 
fraud within government services. 
 
Educational Institutions such as Universities can 
use Blockchain technology to handle academic 
records as well. Blockchain technology can guaran-
tee the credibility of degree certificates and tran-
scripts by removing the possibility of academic 
deception. Chuka University for example, could 
utilize a Blockchain system to provide degrees that 
are secure from alterations and which can be con-
firmed by employers and other entities. The decen-
tralized ledger would guarantee that the credentials, 
once issued, cannot be tampered with or be coun-
terfeited, safeguarding the institution's records' in-
tegrity (Oduor et al., 2023).  
 
The Kenyan Government set up the National Com-
puter and Cybercrimes Coordination Committee 
(NC4) in an effort to thwart cyber threats and chal-
lenges in its wake. One too many attempts have 
been made to set up various cybersecurity training 
programs while the security framework failed to 
catch up with the twists and turns inherent within 
cyber threats. According to recent statistics, 
cyberattacks were up by 16.5% during the first half 
of 2024, regardless of the measures taken to thwart 
them (Business Daily, 2024). Whereas Blockchain 
comes with its advantages, NC4 is mostly con-
cerned with issues such a reactive national defense 
as incident response and low-level monitoring sys-
tems. This also extends to the fostering of combat 
against AI in offensive attacks that involve AI-
induced phishing and malware campaigns. Moving 
on, there is need for integrating AI and Blockchain 
technology in analyzing threats. 



Analysis of Cybersecurity in Kenyan    138 

J. Env. Sust. Adv. Res. 2024 (1) 136-146 

Methodology 
This study employed mixed-methods strategy by 
integrating both quantitative and qualitative data 
collection techniques. This was to thoroughly as-
sess cybersecurity practices in Kenya’s government 
and educational institutions. Data was gathered 
through a questionnaire, interviews, and secondary 
sources. Each method was chosen to ensure com-
prehensive and balanced insights into the current 
cybersecurity landscape. This study focused on ten 
government organizations and colleges to gain a 
deeper understanding of the cybersecurity environ-
ment. Both qualitative and quantitative data were 
collected, including interviews with ICT staff and 
quantitative information on cyber-attacks from rep-
utable sources like the Communications Authority 
of Kenya's 2024 Cybersecurity Report, ICT Au-
thority (2022), and news outlets such as Standard 
Media, Business Daily, and Daily Nation. Key data 
points included the frequency and type of cyber-
attacks, current utilization of Blockchain and AI 
technologies, and the effectiveness of existing cy-
bersecurity measures. Additionally, government 
reports and academic literature on Blockchain and 
AI in cybersecurity informed the study's frame-
work. This allowed for a thorough examination of 
emerging threats, such as AI-powered phishing and 
ransomware attacks, and their impact on Kenyan 
institutions. 
 
Data Sources 
The research data was obtained from credible 
sources. Primary data was collected through struc-
tured questionnaire and semi-structured interviews 
with ICT staff from ten key institutions. These were 
government departments and universities. This pro-
vided first-hand information on cybersecurity prac-
tices, current challenges faced, and institutional 
responses to cyber threats. Secondary data was de-
rived from reports produced by the Communica-
tions Authority of Kenya (CA) detailing the trends 
of cyber-attacks, i.e., DDoS attacks and malware, 
from January 2024 to June 2024 and an investiga-
tion by the ICT Authority providing information on 
training programs and the level of cybersecurity 
preparedness of government agencies. Reports in 
reputable publications covered by Daily Nation and 
Standard Media were reviewed to capture details on 
the impacts of specific cyber-attacks such as phish-
ing, ransomware instances affecting educational 
institutions.  
 
Data Collection 
Data collection focused on several key metrics that 
align closely with the study’s objectives. The fre-
quency of cyber-attacks was chosen to quantify the 
scope of the threat, while types of cybersecurity 
measures and average downtime provided insights 
into current defense effectiveness. Staff training 
levels and the adoption of advanced technologies 
like AI and blockchain were measured to assess 
institutional preparedness and openness to adopting 
next-generation security solutions. 
 

The structured surveys were distributed to ICT per-
sonnel in the targeted institutions. They included 
questions designed to capture quantitative data on 
cyber incidents, security measures, downtime, and 
training levels. Survey questions were structured 
around multiple-choice, Likert scale, and short-
answer formats to capture a broad range of data 
types. Qualitative insights were gained from the 
semi-structured interviews on participants' percep-
tions of current cybersecurity challenges, effective-
ness of existing measures, and openness to imple-
menting AI and blockchain solutions. The inter-
view guide had open-ended questions that allowed 
respondents to elaborate on their experiences and 
perspectives and further supplemented the survey 
data. 
 
The sampling strategy was purposive, targeting ICT 
staff with direct involvement in managing cyberse-
curity and incident response for high-risk institu-
tions, including government departments and uni-
versities. This purposive sampling was chosen to 
ensure relevant, context-specific insights, as these 
institutions are highly exposed to cyber threats. 
Although this approach offered in-depth infor-
mation, there were certain limitations, including 
potential biases in self-reported data and limited 
access to some classified information. These limita-
tions may affect the scope of the findings and are 
acknowledged in interpreting the results. 
Quantitative data from the surveys were analyzed 
using SPSS software to calculate frequencies and 
correlations, allowing for a detailed assessment of 
attack prevalence and response efficacy. Qualita-
tive interview data were analyzed using thematic 
coding to identify key themes, such as the limita-
tions of current defenses and the perceived value of 
AI and blockchain. 
 
Data Analysis 
The Collected data was analyzed through a combi-
nation of quantitative and qualitative techniques. 
Quantitative data from the surveys was analyzed 
using SPSS software, applying statistical methods. 
This was to calculate frequencies, averages, and 
correlations between metrics, such as attack fre-
quency and downtime duration. This statistical 
analysis was needed to quantify trends in cyber-
attack prevalence and the effectiveness of different 
security measures. 
 
Qualitative data from interviews underwent themat-
ic analysis. The responses were coded into catego-
ries to identify recurring themes related to cyberse-
curity challenges, limitations of current measures, 
and the perceived benefits of advanced technolo-
gies like AI and Blockchain. This thematic ap-
proach allowed for a deeper understanding of insti-
tutional attitudes and readiness for adopting new 
cybersecurity solutions.  
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This complemented the quantitative findings with narrative insights. The combination of quantitative and 
qualitative data approach enabled a robust assessment of the cybersecurity environment. This ensured that 
numerical trends were interpreted within a practical context of institutional challenges and needs. 
 

Figure 1: Study Data collection and analysis process 
 
Results 
The results of this study reveal key trends in cybersecurity threats and preparedness across Kenya’s govern-
ment and educational institutions. Surveys and interviews with ICT staff underscored the types of cyber 
threats faced, the limitations of current defenses, and the impact of adopting advanced security technologies. 
 
Cybersecurity Incidents 
Table 1 presents a summarized view of the frequency and types of cyber-attacks suffered by each institution, 
as well as existing cybersecurity measures, average downtime after an attack, percentage of trained staff, and 
presence of AI or blockchain-based systems. 
 
According to findings, phishing attacks remained the most common attack on more than 75.94% of institu-
tions reporting active attacks in 2024 (Communications Authority of Kenya, 2024). Institutions relying on 
traditional methods, such as firewalls, experienced longer downtimes, especially during ransomware attacks. 
Conversely, the institution that adopted AI-driven threat  detection reported a 30% reduction in downtime 
compared to those without advanced technology.  
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Ransomware attacks were also significant, particularly within educational institutions, with downtimes aver-
aging 48 hours per incident. Institutions using only firewalls and antivirus software experienced the longest 
downtimes, while those with AI-based threat detection had significantly shorter recovery times. Specifically, 
the sole institution with AI-based detection recorded an average downtime of 22 hours, 30% less than insti-
tutions without such technology. Additionally, staff training levels varied, with government agencies gener-
ally showing higher training percentages, whereas educational institutions had lower levels, often below 
50%. 

 
Table 1: Cybersecurity Survey Results (2023-2024) 

 
 

Institution 
Type of 
Attack 

Fre-
quency 
of At-
tacks 

Cybersecuri-
ty Measures 
in Place 

Average 
Downtime 
(Hours) 

Staff 
Trained 
(%) 

AI/Blockchain 
Security 

Ministry of Health 
Phishing, 
DDoS 

15 
Firewall, 
Basic Moni-
toring 

24 50 No 

University of Nai-
robi 

Ransom-
ware, 
Phishing 

25 

Firewall, 
Antivirus, 
Basic Moni-
toring 

48 40 No 

Kenyatta Univer-
sity 

Phishing, 
Ransom-
ware 

10 
Firewall, 
Basic Train-
ing 

48 50 No 

Ministry of Min-
ing 

Malware, 
DDoS 

12 
Firewall, 
IDS/IPS 

16 55 No 

Technical Univer-
sity of Kenya 

Ransom-
ware, 
Phishing 

18 
Antivirus, 
Firewall 

48 35 No 

Ministry of Educa-
tion 

Malware 8 
Basic Anti-
virus 

8 20 No 

Chuka University 
Phishing, 
Ransom-
ware 

22 
Firewall, 
Basic Train-
ing, IDS 

48 12 No 

Kenya School of 
Government 

Phishing 9 

Antivirus, 
Firewall, 
Basic Train-
ing 

24 35 No 

Kenya National 
Bureau of Statis-
tics 

DDoS, 
Phishing 

20 
Firewall, 
IDS/IPS 

24 30 No 

Ministry of Interi-
or 

Malware, 
DDoS 

12 

Antivirus, 
Firewall, 
Advanced 
Threat De-
tection 

22 70 Yes 
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Figure 5:  Frequency of attacks in relation to staff training 
 
Analysis of Security Measures 
The research pointed to a heavy reliance on traditional security measures, with firewalls and antivirus pro-
grams as the primary defense mechanism across most of the institutions. Advanced measures, such as Intru-
sion Detection System (IDS), Intrusion Prevention System (IPS), and artificial intelligence-based threat de-
tection, are in place in only about 40 % of the surveyed institutions. Blockchain technology, while highly 
recommended for secure data storage, was rarely adopted due to implementation costs and limited technical 
expertise. Institutions that used only basic monitoring and training programs showed more downtime and 
frequent data breaches. Conversely, the institution using AI-based systems experienced an average down-
time of 22 hours, underscoring the efficiency of advanced technologies in reducing the impact of cyber 
threats. 
 
These findings highlight a clear disparity in cybersecurity resilience between institutions with and without 
advanced technologies. This study demonstrated that institutions with AI-driven threat detection experienced 
fewer cyber incidents. They also had faster recovery times. This illustrated the practical benefits of adopting 
advanced cybersecurity technologies. Phishing, the most frequently reported attack type, underscores the 
critical need for effective, real-time monitoring systems to prevent unauthorized access and data breaches. 
Figure 6 below visualizes the frequency of various attack types across the sampled institutions, making the 
prevalence of phishing attacks particularly evident. 
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Figure 6: Frequency of Cyber Attack 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 7: Types of Cyber attacks  
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Figure 2:. Frequency of attacks by institution 

Figure 3: Average down time 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4:. Blockchain adaption 
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A comparative analysis reveals a significant dispar-
ity in cybersecurity resilience between institutions 
with and without advanced technologies. For exam-
ple, institutions with AI-based threat detection had 
shorter recovery times and fewer incidents. Institu-
tions without such technologies had an average 
downtime of 48 hours, compared to just 22 hours 
for institutions with AI-driven defenses. The find-
ings highlight the benefits of using advanced secu-
rity technologies as they reduce the frequency of 
cyber incidents. 
 
Beyond technical defenses, staff training also 
emerged as an important factor in strengthening 
institutional capacity against cyber threats. Institu-
tions with more trained personnel showed greater 
readiness in handling phishing attacks. This re-
duced the likelihood of successful breaches. Regu-
lar, comprehensive training programs could there-
fore serve as a cost-effective complement to ad-
vanced technological defenses, especially in educa-
tional institutions where budget constraints may 
limit the feasibility of implementing AI or block-
chain. Training end-users in phishing detection, for 
example, could significantly mitigate phishing inci-
dents, which remain the most common cyber threat. 
 
These findings also highlight the implications for 
Kenya’s digital future. As the nation continues to 
digitize government and educational services, there 
will be need for adoption of advanced technologies 
like AI and blockchain. This will be essential in 
achieving a strong cybersecurity framework. Alt-
hough financial and technical challenges may im-
pede immediate adoption, directed investments and 
public-private partnerships could facilitate a gradu-
al transition. This would enhance data security and 
reduce systems vulnerabilities. Blockchain, alt-
hough currently underutilized, could play a trans-
formative role in securing sensitive data, such as 
academic records and personal identities, through 
tamper-proof, decentralized storage. 
 
Limitations and Future Directions 
This study acknowledges certain limitations, such 
as potential biases in self-reported data and limited 
access to classified information. This may have 
affected the comprehensiveness of the findings. 
Future research could address these limitations by 
exploring the long-term effectiveness of AI-driven 
cybersecurity in diverse sectors and evaluating 
Blockchain's feasibility for public services beyond 
academic institutions. Such studies would provide 
valuable insights into the scalability and practical 
impact of advanced cybersecurity solutions, con-
tributing to a more secure digital landscape in Ken-
ya. 
 
Conclusion 
This study highlights critical cybersecurity chal-
lenges within Kenya’s government and educational 
sectors, where traditional defenses are insufficient 
for combating modern threats. Findings underscore 
the need for a robust framework integrating both 

advanced technologies and staff preparedness to 
secure Kenya’s digital infrastructure. Institutions 
equipped with AI-based threat detection demon-
strated shorter downtimes and fewer successful 
cyber incidents, emphasizing the need for advanced 
security technologies. Additionally, the role of staff 
training emerged as a crucial factor in enhancing 
institutional resilience, with trained staff reducing 
the likelihood of successful phishing attempts and 
improving response times. These insights under-
score the need for a robust cybersecurity frame-
work that integrates both technology and personnel 
preparedness to secure Kenya's critical digital infra-
structure. Strengthening this framework will not 
only protect current systems but also support Ken-
ya’s broader goals in digital government services 
and educational modernization, fostering a resilient 
digital future. 
 
Recommendations 
To address the cybersecurity vulnerabilities identi-
fied in this study, Kenyan institutions should take 
several strategic actions. First, they should priori-
tize the adoption of AI-powered threat detection 
systems. This would enable real-time monitoring 
and rapid incident response. AI would be essential 
in reducing downtime and enhancing security resil-
ience against sophisticated threats like phishing and 
ransomware.  
 
Integrating Blockchain technology for securing 
data storage is also highly recommended. This 
would be useful in protecting sensitive data such as 
academic records and digital identities. Block-
chain’s has a decentralized and tamper-resistant 
structure which reduces the risk of unauthorized 
data modification. This offers an extra layer of se-
curity. The initial costs of setting and implementing 
Blockchain is substantial. This can be mitigated 
through public-private partnerships. Partnership 
would make the technology more accessible to pub-
lic institutions with limited resources. Government 
incentives and collaborative funding initiatives 
could also play a role in offsetting these expenses, 
making the adoption of Blockchain technology 
more accessible. 
 
Comprehensive staff training programs should be 
implemented across both educational and govern-
mental institutions. This would prepare employees 
for common cyber-attacks, and threat mitigation 
measures. Regular, structured training sessions are 
a cost-effective defense strategy. Training pro-
grams can enhance organizational resilience as it 
equips employees with the essential skills needed to 
recognize and respond to threats. 
 
There is need for a unified cybersecurity protocol. 
This is essential in standardizing protection 
measures across key government and educational 
sectors. Developing a centralized cybersecurity 
policy would ensure consistent practices and de-
fenses. This would create a cohesive framework for 
protecting sensitive data and critical services. 
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Legislative and governmental support will be nec-
essary to facilitate the creation and enforcement of 
such a protocols, which would further strengthen 
Kenya’s cybersecurity defense capabilities. 
 
Finally, there is need for continued research into 
the cost-effectiveness, scalability, and long-term 
impact of AI and Blockchain in cybersecurity. This 
would be crucial in addressing evolving threats. 
Future studies should assess the progress in imple-

menting these recommendations and evaluate how 
emerging technologies can further bolster Kenya's 
cybersecurity infrastructure. Fostering ongoing 
research and development would enable Kenya 
ensure that its digital transformation is both secure 
and adaptable to the emerging challenges. 
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